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Responding to an Active Assailant
Sargent Brian Tupa
Special Operations Division, Montgomery County Police Department



CIVILIAN RESPONSE 

TO ACTIVE SHOOTER 

EVENTS





•Denial

•Deliberation

•Decisive Moment

Three Stages of 

Disaster Response



Denial



Deliberation



Stress Response
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Deliberation

Lizard BrainHuman Brain



Deliberation

Lizard BrainHuman Brain
Fight

Flight

Freeze



Deliberation

•Calm yourself

•Combat breathing

•Shift your emotion

•Stay fit



Deliberation

•Script

•Practice



Decisive Moment



Active Shooter 

Events



Active Shooter Event

=

Attempted Mass Murder
or more people actively engaged in killing or attempting to kill people in a confined and populated area” 

Definition



•No “Profile”

•Avenger 

Mindset

•Some 

broadcast

The Shooter



Location of Attacks
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Shooter Connection



How quickly the police arriveTarget availability

Number of Deaths



3 Minutes



Civilian Response



Denial

•Don’t Deny

•Hear Gunshots

•Go to deliberation



Hide & Hope



Deliberation

•Avoid 

•Deny

•Defend



Avoid

•Leave ASAP

•Know your exits

•Call 911



Avoid

•Consider 

Secondary 

Exits



Deny

•Lock the door

•Lights out

•Out of sight



Deny

•Barricade

•Heavier = Better

•More = Better

•Doorstops =  

Better?



Deny

•Outward opening

•Ropes

•Tactical Cinch



Defend

•Positioning

•Grab the gun

•Fight



Virginia Tech



Norris Hall
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You are not helpless



What you do matters
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•Stop the Killing

•Stop the Dying

•Evacuate the 

Area

Priority of Work



When the Police 

Arrive

•Follow commands 

•Show your palms

•Do not move



Personnel Issues

•Expect mental 

trauma 

•Develop a critical 

incident stress 

management plan





Response to Suspicious Packages & 
Bomb Threats
Montgomery County Fire & Rescue Services



Bomb Threats
If a bomb threat is received by 
telephone:

◦ Get a co-worker, if possible, to listen with you.

◦ Remain calm and courteous.  Keep the caller on 
the line as long as possible.

◦ Attempt to record every word spoken by the 
caller, paying extra attention to background 
noises, the caller’s tone of voice, and the 
caller’s speech pattern.  



Ask caller the following questions :

WHO: are you and who placed the bomb?

WHAT: kind of bomb is it and what does 

it look like? 

WHAT: will cause it to explode?

WHEN: will the bomb explode?

WHERE: is the bomb?

Ask the caller to repeat their message.

Immediately call 911 and your manager or 
supervisor.



Bomb Threats (continued)

IF THE BOMB THREAT IS WRITTEN
◦ Remain calm.
◦ Immediately call 911 and your manager or 

supervisor.
◦ If there is a package, once discovered, do not touch, 

move, or open it.  Preserve scene for Police.
◦ Keep others from handling or going near package.
◦ Your supervisor will determine if evacuation is 

necessary.

IMPORTANT NOTE:

DO NOT PULL FIRE ALARM WHEN A BOMB 
THREAT, EITHER VIA TELEPHONE OR WRITTEN 
IS RECEIVED.  This may disable the elevators, 

which are needed for evacuation purposes.



Suspicious Mail and Packages

WHEN IDENTIFYING 
SUSPICIOUS MAIL, 
LOOK FOR:

◦ Poorly typed or hand-
written address, no 
return address

◦ Stains, discolorations, 
or strange odor

◦ Excessive tape, string, 
or postage



Suspicious Mail and Packages 
(continued)

 IF YOU RECEIVE 
SUSPICIOUS MAIL:
◦ REMAIN CALM.
◦ Put letter or package down 

and DO NOT DISTURB the 
package further.

◦ Block off the immediate 
work area, but DO NOT 
LEAVE your workplace.

◦ Call your supervisor and 
911.

◦ If possible, wash your 
hands.  Do not touch nose, 
eyes or mouth before 
washing.

◦ WAIT FOR HELP; DO 
NOT LEAVE YOUR AREA.



Suspicious Mail and Packages (continued)

Option 1: No Evacuation Option 2: Evacuate 

If a little powder is spilled…

Close off the area. No one is to 
leave or enter the floor.

If any clothing came in contact 
with the substance, remove that 
article of clothing and place it in 
a plastic bag and seal it shut.

Wash your hands and face with 
soap and water.

Wait for instructions from 
HAZMAT.

If a little powder has clearly 
been aerosolized…

Evacuate the remainder of the 
building.

DO NOT ACTIVATE FIRE 
ALARM

Once outside, go to your 
designated Evacuation site as 
defined in the Evacuation Plans.

Remain at your designated 
meeting point until you have been 
advised to return to the building.

If  you come across an unknown powder substance…



Hazardous Materials Incident
IF YOU SMELL A 

SUSPICIOUS ODOR
IF YOU HAVE BEEN 

EXPOSED TO A 
DANGEROUS SUBSTANCE

IF YOU WITNESS A 
HAZARDOUS MATERIAL 

SPILL OR ATTACK

Outside of the building: 
Stay inside and 
shelter-in-place 
until an 
assessment of the 
situation is 
conducted.

Inside of the building:
Call security and 
evacuate the area 
immediately as 
per the facility 
evacuation plan

Call 911.

Notify staff supervisor 
and ensure that no one 
else comes into contact 
with the chemical.

Remove contaminated 
clothing and call poison 
control at the Maryland 
Poison Center at 1-800-
222-1222 for immediate 
advice.

Leave the immediate 
area as quickly as 
possible and protect 
yourself by finding 
something to place over 
your nose and mouth.  

If you have open 
cuts/wounds, covering 
exposed skin may help 
prevent bacteria from 
entering cuts you may 
have.

Call 911 to report the 
attack.



Fire/Smoke

IF YOU DETECT SMOKE OR 
FIRE:

IF YOU HEAR A FIRE 
ALARM:

 Immediately pull the 
nearest fire alarm.

 Evacuate to a safe 
place.

 Call 911 to report the 
location of the fire. Be 
specific with the 
location of the 
building. 911 may not 
automatically see 
your address.

 Immediately evacuate the 
area using marked emergency 
exits.
 Do not use elevators
 Do not waste time by 
gathering your belongings.
 Individuals requiring 
evacuation assistance should 
go to the designated area for 
rescue assistance on their floor 
and await further instructions.



Fire/Smoke
DURING EVACUATION
◦ Remain Calm.  Walk, do not run.
◦ Close doors as you leave, and exit out the 
nearest door.

◦ Go to the designated Primary Assembly Area 
assigned in your evacuation plan, and report 
to the floor warden for your area.

***If all exits from a floor are blocked, return to your work area and:***

• Call 911 to tell them you cannot leave and your location.
• Close the door and place a towel or article of clothing along 

the bottom edge of the door.
• Open the windows for fresh air and hang an article of 

clothing or other similar article out the window. 



Medical Emergency
If there is a medical emergency:

◦ Call 911 if you believe the injury or illness is life threatening and 
provide the dispatcher with:

 The specific location of the patient and their age (if known);

 The nature of the injured person’s illness or injury; and

 Your name and phone number

◦ Remain on the line to answer any questions.

◦ Immediately ask a nearby co-worker to direct rescue units to your 
location.

◦ DO NOT attempt to move an injured person unless you have been 
trained.



Securing Physical Infrastructure 
Montgomery County Office of Emergency Management & Homeland 
Security



 Threats 
◦ Natural Hazards/Accidents

◦ Targeted Acts of Hate and Violence

 Vulnerabilities
◦ Open access

◦ Mass gatherings

◦ Limited security budgets 

Common Threats & Vulnerabilities 
to Houses of Worship



 Identify a team to conduct the 
assessment
◦ Include local police and fire in the assessment 
team

 The team should then:
◦ Review the facility (walk-through and blue 
prints, if possible) 

◦ Identify vulnerable areas of the building

◦ Develop a plan to mitigate the vulnerabilities

Conduct a Threat Assessment



Critical Infrastructure 
Protection



Critical Infrastructure 
Protection



 Control access and flow into and out of 
the buildings 

 Barriers
◦ Natural—landscaping, difficult terrain, etc.

◦ Structural—fences, gates, bollards, facility 
walls

 Monitoring systems—alarms, cameras, 
etc.

Perimeter Protection



 Develop an Emergency Plan
◦ Educate staff, congregants on emergency 
procedures

◦ Identify and post multiple evacuation routes, 
gathering locations, shelter-in-place locations

◦ Designate security/safety ‘officers’ to assist and 
guide during emergencies

◦ Conduct periodic emergency drills

◦ Review and update Emergency Plan at least
annually

Emergency 
Response/Evacuation



 Community engagement and training on 
how to handle suspicious behavior
◦ Use greeters at large events to identify who is 
entering the building

◦ Encourage community members to report 
suspicious activity in a safe and productive 
manner

 Establish a working relationship with local 
law enforcement

Other protective measures



Questions?


